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The Missing Link
in E-Privacy

Litigation?

There are millions of documents associated with the

development of a new drug. Many of them are created

on a computer or scanned for electronic storage during

the course of a clinical trial. More importantly, a large

percentage of clinical trial documents
relate to the health of human subjects.
Clinical trial sponsors and their research-
ers have always had an obligation to safe-
guard this information, but the penalties
for non-compliance are likely to become
more severe in the coming years.

People are becoming increasingly aware
of the fact that their private information is
one mouse click away from becoming public
knowledge. Society is more computer liter-
ate than ever and headlines concerning “e-
crimes” are now commonplace. There has
been an exponential increase in the amount
of private information maintained electroni-
callybybanks, businesses and governments,
almost all of which lies outside the control
of the individuals it identifies. Most private
citizens now know that this data can be sto-
len from or disseminated to anywhere in the
world. In sum, there arelegions of people be-
coming seriously concerned about the secu-
rity of their electronic personal data—and
they are all potential plaintiffs.
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As individuals become more aware of
how public their private information may
really be, there is going to be an associated
increase inlitigation concerning the wrong-
ful dissemination of such data. Indeed, as
justice systems continue to become more
attuned to technology-related obliga-
tions, new statutes and doctrines will pro-
vide bases for innovative private causes of
action. While it may be impossible to pre-
dict the success or failure of such lawsuits,
it is reasonable to conclude that the plain-
tiffs’ bar will seek to create a new family of
claims, some of which will take the form of
class actions.

This is not idle prognostication. Today’s
computers can store a staggering amount
of data, and have virtually eliminated the
need for hard copy documents. It has been
estimated that approximately 20 exabytes
of new data will be created in 2006. Igal
Brightman, United Kingdom: TMT Trends:
Predictions, 2006—A Focus on the Tech-
nology Sector (Feb. 2, 2006), at http://www.
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mondag.com/i_article.asp_Q_articleid_E_37566.
That s the electronic equivalent of two mil-
lion Libraries of Congress, and less than
0.01 percent of that information will ever be
reduced to paper. See John C. Tredennick,
Jr., Thereis a lot of data out there..., ABA—
Law Practice Today (Jan. 2004), at http://
www.abanet.org/Ipm/Ipt/articles/fwr01041.html.

Thus, it is not surprising that there has
been a recent rise in the number of privacy-
related lawsuits. This increase will become
more dramatic in the near future. Mod-
erating factors such as the absence of pri-
vate rights of action are beginning to give
way to increased government enforcement
activity, highly publicized “exploratory”
claims, and recent state privacy statutes
that provide a more defined avenue for
relief or impose upon records custodians
a duty to inform potential plaintiffs (or
an entire class of potential plaintiffs) that
their private information was improperly
disseminated.

Under these circumstances, it is imper-
ative that companies address their ability
to secure any electronic personal informa-
tion maintained on their computer systems.
In addition to being the right thing to do, it
will allow companies to proactively defend
against impending privacy litigation. This
article examines the risks associated with
electronic medical information collected
duringa pharmaceutical clinical trial. How-
ever, it is important to note that many of the
topics discussed will apply equally to other
industries and scenarios.

Electronic Records in Clinical Trials
When a pharmaceutical company wants
to conduct a clinical trial, it typically part-
ners with health care providers at one or
more medical facilities. Potential subjects
are screened according to inclusion/exclu-
sion criteria set forth in the study’s proto-
cols. Qualified subjects must authorize the
use of their private medical information
prior to participating in the trial.

The exact type of information collected
by researchers varies from study to study,
but data such as family medical history,
genetic testing, past/current medical con-
ditions, use of the experimental drug, use
of other medications, side effects, blood
test results, diagnostic images, and vari-
ous other outcome factors may be memo-
rialized. This information is likely to be

associated with other data that identifies
individual study subjects, even if it is not
disclosed to all of the researchers. This data
includes names, birth dates, addresses and
social security numbers.

Much of the health information col-
lected by researchers during a clinical trial
is disclosed by the study’s sponsor. During
the course of the study, the FDA will review
the data to ensure ongoing compliance with
federal regulations and study protocols.
The study sponsor and its researchers also
have a continuing obligation to report the
occurrence of adverse events. Of course,
the data may ultimately serve as scientifi-
cally valid proof that the experimental drug
is ready for further testing or can be mar-
keted to the general public.

Medical information collected during
a clinical trial is frequently maintained in
computer databases. Medical records are
recognized as confidential information,
so the databases are typically protected
by electronic, administrative and physical
safeguards. In addition, any data disclosed
to the FDA or the study sponsor may have
to be “de-identified” so that it cannot be
associated with any particular individual.

But what happens if the drug company’s
firewall fails, allowing an unauthorized in-
dividual to gain access to the subjects’ files?
Whathappens if the sponsor’s security soft-
ware is functional but one of its employees
intentionally or accidentally discloses all of
the subjects’ confidential information? The
answer is that regulatory penalties may ap-
ply, and the company is likely to face a series
of defensible—but contentious—Ilawsuits.
These lawsuits will be driven by evolving
state laws and will draw heavily on the du-
ties and concepts expressed in federal reg-
ulations such as HIPAA.

HIPAA Privacy Rule

The United States Department of Health
and Human Services (“HHS”) has adopted
minimum national standards for the pro-
tection of “individually identifiable health
information” (also known as “protected
health information” or “PHI”). The stan-
dards, which are commonly referred to
as the “Privacy Rule,” are codified at 45
C.ER. §§160 and 164. The Privacy Rule
defines PHI as any information: a) created
or received by a health care provider, health
plan or health care clearinghouse; b) which

relates to an individual’s past, present or
future medical history; and c) identifies or
may reasonably be expected to identify that
individual. 45 C.E.R. §160.103.

The Privacy Rule standards pertaining
to the security of electronic PHI are cod-
ified in Subpart C of 45 C.E.R. §164. They
generally require that entities subject to
HIPAA: a) ensure the confidentiality of all

Covered entities of all
sizes are free to design

computer record systems
that accommodate their
particular needs.

electronic PHI they create, receive, main-
tain or transmit; b) protect against any rea-
sonably anticipated threats or hazards to
the security of such information; c) protect
against any reasonably anticipated uses or
disclosures of such information that are
not authorized by the Privacy Rule; and
d) ensure that their workforce complies
with the standards. 45 C.F.R. §164.306(a).
“Covered entities” are health plans, health
care clearinghouses, and health care pro-
viders who transmit health information in
electronic form for insurance administra-
tion or other payment-related purposes. 45
C.ER. §160.103.

While certain clinical study sponsors
(e.g, private drug companies) are not cov-
ered entities under the Privacy Rule, they
may still be affected by its provisions. For
example, if a pharmaceutical company
partners with physicians at a large teach-
ing hospital to conduct a clinical trial,
the physicians and the hospital are likely
to be covered entities under the Privacy
Rule. Thus, the Privacy Rule will affect
how the researchers provide PHI to the
sponsor. Moreover, if a sponsor chooses to
become a “business associate” of a “cov-
ered” research facility in order to assist
in the data compilation process, it may be
deemed covered under the Privacy Rule.

45 C.ER. §164 sets forth administra-
tive, physical, technical and organizational
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standards for securing electronic PHI.
Each standard calls for the implementa-
tion of policies, procedures and other safe-
guards pertaining to a given security topic.
For example, 45 C.F.R. §164.308(a)(1)(i)
requires the implementation of policies
and procedures to prevent, detect, con-
tain and correct security violations. 45
C.ER. §164.312(e)(1) requires the imple-

Absent new federal
legislation, state laws

will be the driving force
behind tomorrow’s “e-
privacy” actions.

mentation of technical security measures
to guard against unauthorized access to
electronic PHI, and 45 C.E.R. §164.310(c)
calls for the implementation of physical
safeguards for all workstations that access
electronic PHI.

Many of the standards promulgated by
45 C.F.R. §164 are accompanied by “imple-
mentation specifications.” Implementation
specifications provide covered entities with
additional information about the types of
policies, procedures and safeguards con-
templated by HHS. For instance, 45 C.ER.
§164.308(a)(1)(i) (requiring the implemen-
tation of policies and procedures to pre-
vent, detect, contain and correct security
violations) is accompanied by the follow-
ing implementation specifications:

+  Conductan “accurate and thorough”
assessment of the potential risks and
vulnerabilities to the confidential-
ity, integrity and availability of elec-
tronic PHI;

+ Implement security measures suffi-
cient to reduce risks and vulnerabili-
ties to “areasonable and appropriate
level;”

+ Apply “appropriate sanctions”
against workforce members who fail
to comply with security policies and
procedures; and

+ Implement procedures to “regu-
larly review” records of information
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system activity, such as audit logs,
access reports, and security incident
tracking reports.

See 45 C.E.R. §164.308(a)(1)(ii)(A) - (D).

Implementation specifications burden
covered entities with the responsibility
for determining what satisfies the Privacy
Rule security standards. The standards
and their specifications were purposefully
drafted to be scalable and technology-neu-
tral. See Health Insurance Reform: Security
Standards; Final Rule, 68 Fed. Reg. 8335
(Feb. 20, 2003). As such, covered entities of
all sizes are free to design computer record
systems that accommodate their particular
needs. However, they may also have to doc-
ument their decision-making process. See
45 C.ER. §164.306(d)(3).

A covered entity that is found to have
violated a Privacy Rule security standard
may be subject to civil penalties of up to
$25,000 per violation type per year. See 45
C.FR. §§160.402 to 160.408. In addition,
while the Privacy Rule does not create a pri-
vate cause of action, it does permit private
causes of action that are properly brought
pursuant to other statutes (e.g, those avail-
able under state law). 45 C.F.R. §160.418.

FDA Guidance Documents

On March 20, 1997, HHS issued 21 C.E.R.
Part 11 (“Part 11”), which establishes the
conditions under which electronic records
submitted to the FDA will be considered
trustworthy duplicates of their paper coun-
terparts. Part 11 is not a privacy statute,
but its conditions overlap with many of the
concepts discussed in the HIPAA Privacy
Rule. As a result, the FDA’s interpretation
of Part 11 may provide insight into what a
covered entity may be required to do under
the broadly worded standards and specifi-
cations set forth by 45 U.S.C. §164.

One particularly relevant area of overlap
is electronic records security. Part 11 rec-
ognizes that secure computer systems pro-
duce reliable electronic records. Although
this concept does not address security from
a privacy perspective (and the Rule’s only
penalty provision is the potential for the
FDA to reject electronic record submis-
sions), the FDA has interpreted it in a man-
ner that could be useful for covered entities
engaged in clinical trials.

For example, Guidance for Industry:
Computerized Systems Used in Clinical Tri-

als (U.S. Food and Drug Administration;
September, 2004 draft, rev. 1) (“Part 11
Guidance”) sets forth various recommen-
dations on how to construct a computer
system that is secure enough to gener-
ate reliable electronic documents. These
recommendations may be used to clar-
ify a “covered entity’s” obligations under
the Privacy Rule. For instance, the Part 11
Guidance recommends that the following
internal and external safeguards be put
in place to ensure that access to the com-
puter system is restricted to authorized
personnel:

+  Operational system checks;

+ Authority checks;

+  Device checks;

+  Written policies that hold users ac-
countable for actions initiated under
their names;

+  Methods for maintaining a cumu-
lative record of data flow (e.g, via
audit trails);

+  Protection against unauthorized
and/or external browsing or query-
ing of system data; and

«  Procedures to prevent, detect and
mitigate the effects of computer
viruses, worms or other potentially
harmful software code.

Part 11 Guidance, at pp. 8-9.

Part 11 is currently under review and
will soon be re-drafted by the FDA. Dur-
ing this process, the FDA will be exercising
a certain amount of enforcement discre-
tion. However, the current version of Part
11 remains in effect and its guidance docu-
ments continue to provide useful informa-
tion concerning the government’s thinking
with respect to electronic record security.

State Legislation

The HIPAA Privacy Rule contains a general
preemption provision, but it permits state
law claims if they are based upon a statute
that does not conflict with or is more strin-
gent than the Privacy Rule. See 45 C.ER.
§160.203. As a result, many states have
enacted their own privacy laws. Private
organizations have also studied the issue
and drafted a model privacy rule that could
help standardize state statutes.

Absent new federal legislation, state laws
will be the driving force behind tomorrow’s
“e-privacy” actions. Unlike §164 of the
HIPAA Privacy Rule, the state statutes are



not necessarily limited to electronic med-
ical information and create private rights
of action that allow plaintiffs to recover
statutory as well as actual damages. These
damages may be awarded in addition to
penalties imposed under HIPAA.

Model Rule

In the mid-1990s, the Centers for Disease

Control and Prevention, Council of State

and Territorial Epidemiologists, Asso-

ciation of State and Territorial Health

Officials, National Conference of State Leg-

islatures, and Georgetown University Law

Center sponsored a program to develop a

model state public health privacy act. See

http://www.critpath.org/msphpa/modellaw5.pdf

(“Model Rule”).

The Model Rule provides substan-
tial remedies to individuals whose pri-
vate health information was negligently or
intentionally disclosed. For instance, §7-
103 (Civil Remedies) provides that a pri-
vate cause of action may be maintained by
any person aggrieved by:

+ the failure to impose and maintain ade-
quate safeguards for the confidenti-
ality and security of protected health
information;

+ the failure to supervise persons respon-
sible for the acquisition, use, disclo-
sure, or storage of protected health
information;

+ the disclosure of protected health infor-
mation in violation of the Model Rule;
or

+ any other violation of the Model Rule.
The Model Rule also provides for dam-

ages beyond those articulated in HIPAA.
§7-104(C) allows an aggrieved person to
recover damages equal to the greater of his/
her actual damages or liquidated damages
of $1,000 for each violation (not to exceed
$10,000 for any particular claim). Nota-
bly, the Model Rule also contemplates the
assessment of punitive damages and attor-
ney fees in appropriate circumstances.

The Model Rule provides for a substan-
tial amount of damages over and above the
federal statutory fines. This would be par-
ticularly true in the case of an improper
large-scale disclosure of PHI during a late-
stage clinical trial. For instance, a Phase I1I
study might involve thousands of human
subjects, each of whom would have a right
to sue for damages under the Model Rule.

The sheer volume of plaintiffs, accompa-
nied by the potential for a punitive dam-
ages and/or attorney’s fees award, would
almost certainly resultin an attempt to cer-
tify a class action.

State Statutes

There has been a marked increase in the
scope and specificity of state-based pri-
vacy laws in the past few years. In addi-
tion, many of these new laws have enacted
notification procedures that entities must
adhere to when there has been a breach of
security. As of 2003, only a few states had
such statutes. However, several additional
states passed laws in 2004, followed by 30
others in 2005. For the year 2006, there
have so far that been 16 states that have
passed new notification laws relating to
security breaches for private information.
Today, every state and many other nations
have enacted laws requiring notification in
the event of a security breach and each year
the obligations have become more refined.
The various state laws bear some resem-
blance to the Model Rule, but individual
lobbying efforts have created tremendous
diversity in approach and implementation
on the state level.

For example, New York has enacted a
regulatory scheme that imposes a duty
upon health care providers (very broadly
defined by N.Y. Pub. Health Law §18(1)(b) -
(d)) to enclose either a copy of the patient’s
written consent or the name and address of
the third party with a note explaining the
purpose of the disclosure with any medi-
cal records being disclosed. See N.Y. Pub.
Health Law §18(6). New York also has
additional regulations for certain types
of entities. Under N.Y. Pub. Health Law
§4408(2), an HMO enrollee has the right
to demand to see the procedure used by
the HMO to protect the confidentiality of
medical records. Similarly, N.Y. Ins. Law
§3217(c) prevents an insurance company
from disclosing health information to any
third party without the patient’s consent.
There are also special laws relating to hos-
pitals (N.Y. Ins. Law §4324(b)); on-site
occupational health service facilities (N.Y.
Lab. Law §201-e); and state government
(N.Y. Pub. Off. Law §87 and 96).

New York also has enacted condition-
specific laws that provide heightened pro-
tection for certain types of medical records.

This list includes birth defects (N.Y. Pub.
Health Law §2733); cancer (N.Y. Pub.
Health Law §2402); genetic information
(N.Y. Civ. R. Law §79-1(2)(d)); HIV/AIDS
(N.Y. Pub. Health Law §2781(1)); and men-
tal illness (N.Y. Mental Hyg. Law §33.13).

New York has one of the most com-
plex sets of health privacy laws, but most
other states have enacted various provi-
sions that differentiate between types of
providers and different diseases. In virtu-
ally every case, the laws are more threat-
ening than HIPAA. This is because they
provide for private rights of action and
larger monetary awards. Plaintiffs have
also been successful in using state statutes
as springboards for recovery for damages
arising out of other common law causes of
action. In some cases, this is made possible
by using the statutory violation to prove a
breach of duty.

For example, in Michigan, a private right
of action exists for people whose HIV status
is released without authorization. See Mich.
Comp. Laws §333.5131. This provision has
been used by plaintiffs to access the court-
house and recover on multiple theories. In
Doev. Am. Med. Pharmacies, Inc.,2002 WL
857766 (Mich. App. May 3, 2002), a phar-
macy employee loudly disclosed a patient’s
HIV status in a crowded waiting room,
resulting in a $100,000 sustained verdict
for slander, invasion of privacy and inten-
tional infliction of emotional distress.

Similarly, a Palm Beach County Health
Department statistician and epidemiologist
recently attached a list identifying 6,000
HIV/AIDS patients to an e-mail received
by hundreds of the department’s employ-
ees. See HIV E-Mail Leads to Changes, Palm
Beach Post, February 23, 2005. In addi-
tion, the fines for breaching this informa-
tion can be quite steep. Florida Stat. Ann.
§381.004(6)(a) makes it a misdemeanor to
disclose HIV information and imposes a
maximum penalty of one year in jail and
$1,000 in fines. If HIV information is dis-
closed maliciously or for monetary gain,
the penalties jump to five yearsin jailand a
$5,000 fine. Under both circumstances, the
aggrieved party may recover attorney fees
and the greater of actual or liquated dam-
ages in a separate private lawsuit.

In sum, state privacy regulations are
fertile ground for “e-privacy” claims. The
statutory schemes may cross various areas
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of practice, and implicate both traditional
and non-traditional theories of liability. It
is important for pharmaceutical manufac-
turers to familiarize themselves with these
laws prior to engaging in a clinical trial.
Indeed, it makes good sense to adhere to
the standards of the most privacy-con-
scious state or nation in which the study
may be performed.

The Model Rule provides
for a substantial amount of

damages over and above
the federal statutory fines.

Potential Claims and Defenses
Plaintiffs whose electronic PHI is wrong-
fully disclosed during a clinical trial will
rely on state privacy statutes to file pri-
vate causes of action. They will pair those
claims with other theories of recovery (e.g.,
negligence, slander, libel, emotional dis-
tress). The essence of most matters will be
that a study sponsor or researcher failed
to take appropriate steps to safeguard PHI
or train its staff members. Creative plain-
tiffs” attorneys will use the HIPAA Privacy
Rule and the Part 11 Guidance to demon-
strate the existence of a duty, particularly
when there has been a violation of those
provisions. They will demand copies of all
documentation required under those stan-
dards, particularly those concerning the
security system decision-making process
(which are mandated pursuant to 45 CFR
Part 164.306(d)(3)).

Though feasible, these actions are defen-
sible. In fact, many defenses draw on iden-
tity theft litigation. For instance, in Smith
v. Chase Manhattan Bank, 741 N.Y.S.2d 100
(App. Div. 2d. 2002), the defendant prom-
ised its customers that it would not sell
their personal information to third par-
ties. Plaintiffs filed a class action alleging
that the bank sold customer lists to third
parties, including a telemarketing firm.
The court dismissed the complaint, find-
ing that the alleged “harm” was that class
members were offered products and serv-
ices they were free to decline. Moreover, the
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complaint did not allege a single instance
where a specific class member suffered
any actual harm due to the receipt of an
unwanted telephone solicitation or a piece
of junk mail.

Depending on the medical information
released for patients in a clinical trial, this
defense may succeed. For one thing, many
human subjects are healthy. In any event,
even sick plaintiffs may be hard-pressed
to show that they actually knew of, or were
harmed by, the wrongful disclosure of their
study records (e.g., loss of a job, emotional
distress). However, this defense will not
necessarily avoid any applicable liquidated
damages, and if the number of patients
whose records were disclosed is sufficiently
large, this could represent a daunting sum.

It can also be argued that the disclo-
sure of plaintiffs’ PHI was not the prox-
imate cause of their alleged damages. In
cases where the plaintiff maintains copies
of his own medical records, or where he has
made public the fact that he was in a clin-
ical trial, it will be hard for him to prove
that it was the disclosure of the PHI (as
opposed to something he did) that caused
him injury. In identity theft cases, this usu-
ally involves someone rummaging through
plaintiff’s unshredded trash. As with the
damages defense, however, the proximate
cause argument does not avoid statutory
fines for the mere act of disclosure.

There are, of course, other defenses
available (e.g, those provided in HIPAA,
adherence to industry standards). How-
ever, the best arguments are simply that:
a) the PHI was never disclosed; and b) if it
was disclosed, it was not due to unreason-
able acts or omissions by the defendant.
Unfortunately, there is no black letter rule
for making sure these defenses apply to
a specific situation. Study sponsors and
their researchers must be sure to use mate-
rials like the HIPAA Privacy Rule stan-
dards and the Part 11 Guidance to make
the best choices they can for their partic-
ular situation. This should be done in con-
sultation with an attorney who can provide
advice about the sufficiency of all clinical
trial documentation and make sure those
materials do not contain potentially harm-
ful admissions.

Conclusion
The time is right for a surge in “e-privacy”

litigation, and health care records may
be part of its leading edge. Public knowl-
edge of the risks associated with electronic
information is at an all-time high, and our
reliance on digital media is steadily grow-
ing. Computerized medical records are of
particular interest because of their sen-
sitive nature, and pharmaceutical clini-
cal trials generate tremendous amounts of
such information.

HIPAA addresses electronic medical
records security, but leaves to each covered
entity the task of determining what partic-
ular measures it must take to comply with
the statute. The Part 11 Guidance provides
some further guidance, but it is collateral
at best. Moreover, covered entities may
be required to create harmful admissions
regarding the security choices they made
to comply with the regulation.

Since HIPAA only provides for limited
monetary penalties, plaintiffs will look
to evolving state laws for private rights
of action. Many state statutes provide for
more severe penalties than HIPAA, and
in certain cases may be the impetus for
an attempt at class action certification.
Plaintiffs will also attempt to file more tra-
ditional causes of action based upon a dis-
closure of PHI, some of which could result
in additional damages.

The best defense to a claim concern-
ing the disclosure of PHI is conscientious
adherence to HIPAA and any state laws
that specifically govern the security of elec-
tronic medical records. Documents such
as the Part 11 Guidance are helpful in this
regard, because adherence to their provi-
sions may deprive plaintiff of a means by
which to establish the violation of a legal
duty underlying a state law claim.

Pharmaceutical companies should work
closely with their attorneys to ensure that
the documents concerning their clinical
trial computer systems cannot be con-
strued as allowing for punitive damages
(e.g, stating that economics, not privacy
concerns, drove the decision-making pro-
cess). Attorneys may also help drug com-
panies assemble task forces comprised of
IT, medical and legal personnel who will
bring diverse experience to the regulatory
compliance effort. This may ultimately
serve as additional proof of reasonability.

In closing, it must be recognized that
“e-privacy” is an evolving area of law. The



number and diversity of standards promul-
gated by federal and state governments to
secure health information generally, and
computer information specifically, makes
the subject dynamic and very complex.

There is no single solution to all electronic
problems. However, a full understanding
of federal law and regulations will guide
companies towards compliance with their
duties under unique state privacy laws.

This, in turn, will help study sponsors
select the best legal venues for their clini-
cal trials and, most importantly, keep their
subjects’ PHI as secure as possible. FD
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